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As enterprises connect everything—machines, vehicles, cameras, wearables, meters—the traditional
model of shipping all data to distant clouds is hitting hard limits. Latency, bandwidth cost, data
sovereignty, and resilience are forcing a rethink of where computation lives.

Fog computing answers this by introducing a distributed layer of compute, storage, and control
between central cloud platforms and devices “at the edge”. It processes and filters data close to where
itis created, while still integrating tightly with the cloud for heavy analytics, Al, and long-term storage.

The market is still relatively young but accelerating fast. Recent analyst estimates place the global fog
computing market in the hundreds of millions of dollars today, with projections ranging from
~US$5.5 billion by 2030 at ~22% CAGR to US$15-20+ billion by 2032 at 40-55% CAGR, depending
on scope and definition. The direction is unambiguous: as loT, 5G and Al push more data and more
intelligence to the edge, fog is becoming a critical architectural layer.

This whitepaper explains:

What fog computing is and how it differs from cloud and edge

Market growth, key trends, and adoption drivers
e Core architectural patterns and design principles
e High-value use cases across industries

e Implementation challenges and risk factors

e How Nubo Native Solutions and the Nubo Native Platform (NNP) help enterprises build,
operate, and scale fog computing as a strategic capability
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Fig: 1 - Fog computing in the cloud-to-thing continuum
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What is Fog Computing

The OpenFog Consortium (founded by Cisco, Intel, Microsoft and others) defines fog computing as a:

“Horizontal, system-level architecture that distributes computing, storage, control and
networking functions closer to the data source ... along the cloud-to-thing continuum.”

In practical terms:

e Fog computing positions intermediary nodes—gateways, micro data centres, ruggedized
servers—in between constrained edge devices and centralized clouds.

e These nodes collect, pre-process, analyse, and act on data locally, then pass selected
information onwards to the cloud for deeper analytics, long-term storage, or fleet-wide
learning.

Fog is not a single product. It is an architectural pattern and operating model for where and how you
run workloads across the network.

Fog vs Cloud vs Edge
A simple way to distinguish the layers:
e Cloud computing

e Centralized, elastic compute and storage in regional data centres
e Bestfor heavy analytics, Al model training, enterprise apps, and global coordination

e Edge computing

e Processing directly on or next to devices—sensors, PLCs, cameras, vehicles
e Best for ultra-low latency control and continued operation during connectivity loss

e Fog computing

¢ Intermediate layer between edge and cloud—on gateways, base stations, campus
servers

e Bestfor aggregating data from many devices, running more complex analytics than
edge can handle, enforcing policy, and bridging operational technology (OT) with IT
systems

All three coexist. The art is deciding what runs where—and making it manageable.
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Fig: 3 - Logical responsibilities across cloud, fog, and edge
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Market Landscape and Growth Outlook

Although definitions vary slightly (some analysts bundle fog into “edge”), most agree on three points:

1. The market is early but rapidly growing
2. Growth is driven by loT, 5G, Al/ML, and smart infrastructure
3. The centre of gravity is shifting from pure cloud to hybrid cloud-fog-edge architectures

Recent estimates include:

e US$372.9 million in 2023 > US$8.36 billion by 2030 (CAGR ~50.8%) Grand View Research
e US$329.6 million in 2023 » strong double-digit CAGR (~36% through 2030) Precision
Business Insights

e US$581.9 million in 2024 » US$20.46 billion by 2032 at ~56% CAGR Data Bridge Market
Research

¢ Related “fog networking” estimates: US$420.9 million in 2024 » US$3.6 billion by 2030 at
~42.9% CAGR GlobeNewswire

Numbers differ by methodology and whether fog is counted separately from edge/MEC, but the
message is clear: fog is moving from niche experiments to mainstream infrastructure.

Key Adoption Drivers
e Exploding loT scale

e Billions of connected sensors and actuators in factories, cities, vehicles, and homes
e Centralized cloud alone cannot handle the resulting data volume economically

e Latency-sensitive use cases

e Traffic management, autonomous vehicles, real-time manufacturing control, remote
surgery, patient monitoring—all require sub-second or even millisecond responses.

o Bandwidth and cost pressure

e Streaming high-resolution video or raw telemetry to cloud 24/7 is often cost-prohibitive.
Fog filters and aggregates data locally, sending only what matters.

o Data sovereignty and privacy

e Regulations and internal policies increasingly mandate that certain categories of data
stay within a site, region, or country. Fog enables local processing and selective
sharing.

o Resilience and continuity

e Fognodes can continue operating even when the WAN or central cloud is unavailable,
sustaining critical operations.

Where Fog is Gaining Traction
o Smart cities — adaptive traffic lights, video analytics, public safety, environmental monitoring
e Industrial loT - predictive maintenance, closed-loop control, quality inspection
e Transportation and mobility — connected vehicles, V2X infrastructure, fleet optimization

o Healthcare - hospital edge processing, remote patient monitoring, loT-based medical devices
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Fog Computing Market Size
by Component, 2020 - 2030 (USD Million)
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Fig: 2 - Fog computing market growth and priority verticals (grandviewresearch.com)
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Core Business Benefits of Fog Computing

Enterprises are not investing in fog for its own sake. They are buying outcomes.

Reduced Latency, Better Real-Time Decisions

Fog nodes process data one or two network hops away from the devices, drastically reducing round-
trip time to decision. This is crucial for:

e Real-time traffic signal optimization

e Machine protection and quality control in factories

e Collision avoidance and braking in connected vehicles
e Immediate alerts from patient monitoring systems

Bandwidth Savings and Cost Optimization
Instead of streaming all raw data to the cloud:

e Fogfilters, aggregates, and compresses locally
o Only exceptions, anomalies, or summary metrics are sent upstream

This reduces:

o WAN bandwidth requirements
e Cloud egress and storage costs
e Network congestion risks

Enhanced Security, Privacy, and Sovereignty

Fog can keep sensitive data inside the site or local jurisdiction, sending only tokenized or
anonymized outputs to the cloud. Benefits include:

e Reduced attack surface on external links
e Easier compliance with privacy and residency regulations
e Ability to enforce policies close to data origin (e.g., masking, retention limits)

Operational Resilience
Fog nodes can continue operating when:

e Cloud connectivity is intermittent or down
e Local network segments are isolated for security reasons

Critical operations—traffic control, line automation, safety systems—can keep functioningin a
“cloud-disconnected” mode, then reconcile with cloud systems when links are restored.
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Fog Computing Architecture: from concept to blueprint

While implementations vary, most enterprise fog architectures share a multi-tier structure:
1. Device / Edge Tier

o Constrained devices: sensors, actuators, PLCs, gateways attached to machines
e Basic signal processing, actuation, and local control loops

2. FogTier

e One or more layers of fog nodes (access fog, regional fog, campus micro data centres)
e Aggregation, stream processing, analytics, local decision-making

3. Cloud Tier

e Public or private clouds
e Long-term storage, Al/ML training, dashboards, global orchestration

Key Building Blocks
Fog nodes and infrastructure

e Ruggedized servers, industrial PCs, or micro data centre racks

e Often containerized and orchestrated (e.g., Kubernetes or lightweight equivalents)

e Connected to both OT networks (fieldbuses, industrial protocols) and IT networks (Ethernet,
Wi-Fi, 5G)

Data plane
e Ingestion from heterogeneous protocols: MQTT, OPC UA, Modbus, REST, gRPC, proprietary
protocols

e Stream processing: filtering, windowing, feature extraction
e Local caches and short-term storage for buffering during outages

Control plane

e Service discovery and configuration management
e Policy distribution (e.g., which analytics run on which sites)
e Remote command & control of fog workloads and devices

Security services

e |dentity and authentication for devices, users, and services (PKI, mutual TLS)
e Encryption in transit and at rest on fog nodes
e Local enforcement of authorization and data handling policies
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High-Value Use Cases Across Industries

Smart Cities and Public Infrastructure
Traffic management

e Real-time analytics of camera, sensor, and connected vehicle data at intersections
¢ Dynamic adjustment of traffic lights to reduce congestion, emissions, and accidents

Smart lighting and environment

e Localfog nodes managing street lighting intensity, air quality stations, and noise sensors
e Policies deployed centrally, executed regionally

Public safety and video analytics

e Fognodes perform video analytics for anomaly detection, crowd density, and incident
detection

e Only alerts and selected clips go to central systems, reducing bandwidth and protecting
privacy

Industrial loT and Manufacturing
Predictive maintenance

e Fog aggregates high-frequency vibration, temperature, and pressure data
e |ocal models detect anomalies and trigger maintenance tickets before failure

Closed-loop control

e Millisecond-level adjustments to process parameters based on fog analytics
e Reduced scrap, improved quality, and safer operations

OT-IT bridge

e Fog acts as a controlled demilitarized zone between OT and IT networks
e Protocol translation, policy enforcement, and secure data exfiltration to the cloud

Transportation and Mobility
Connected & autonomous vehicles

e Roadside fog units process vehicle and infrastructure data for cooperative safety (warnings,
speed recommendations, hazard alerts)

Fleet operations

e Depot-level fog clusters manage diagnostics, firmware updates, and local optimization
e Summarized fleet insights and historical data persist in the cloud

Healthcare and Smart Hospitals
Hospital edge

e Fognodes near ICU and operating theatres aggregate vital signs from devices and wearables
o Real-time scoring and alerting even if WAN connectivity is degraded

Privacy-sensitive analytics

e Medical imaging pre-processing and anonymization at hospital fog sites
e Only de-identified images and metadata sent to cloud for Al analysis
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Implementation Challenges and Risk Factors

Enterprises face real hurdles when moving to fog architectures:

o Operational complexity — Many distributed nodes across sites, each running critical
workloads.

o Heterogeneity — Mix of legacy OT protocols, new lol stacks, multiple clouds, and on-prem
platforms.

o Security and governance — Much larger attack surface, need for consistent policies across
thousands of nodes.

o Skills gap — Requires knowledge of cloud-native, networking, OT, and security.

o Fragmentation risk — Without a unified architecture and platform, each plant/city/site can
become its own isolated fog project.

This is where an opinionated, end-to-end approach—and a robust platform like NNP—becomes
essential.

Nubo Native Solutions’ approach to Fog Computing

Nubo Native Solutions helps organisations treat fog computing as a repeatable capability, not a one-
off experiment. Our methodology typically follows four phases:

Discover & Prioritize

e Assess current digital initiatives (loT, smart infrastructure, automation)
¢ I|dentify latency, bandwidth, sovereignty, and resilience “pain points”

e Map candidates use cases and estimate business impact (cost savings, risk reduction, new
revenue)

e Produce a Fog Opportunity Map with a sequenced rollout plan

Architect & Design

e Define areference architecture: multi-tier cloud-fog—edge topology, security zones, network
segmentation, and integration points

e Decide on workload placement policies: which services must run locally, which can run
centrally, and which can dynamically move

e Design the data and control planes: ingestion, routing, aggregation, and policy distribution

Deliverable: a Fog Architecture Blueprint aligned with your existing cloud, data, and security
strategies.

Build & Integrate
Nubo Native works with your teams to:

e Develop or refactor services into containerized, fog-ready microservices

e Implement stream processing pipelines for real-time analytics on fog nodes

e Integrate with OT systems, lol platforms, and enterprise applications

e Establish DevSecOps pipelines for fog workloads (CI/CD, automated testing, policy-as-code)
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Operate & Optimize
After go-live, focus shifts to:

¢ Unified observability across cloud, fog, and edge: metrics, logs, traces

¢ Resilience engineering: failover strategies, chaos testing in staged environments

e Continuous optimization of workload placement and data retention policies based on
observed usage and costs

o Regular governance reviews covering security posture, compliance, and lifecycle of fog
services/hardware

Nubo Native Platform (NNP): a foundation for Cloud-Fog-Edge

The Nubo Native Platform (NNP) is designed as a cloud-native foundation that extends seamlessly
from central cloud to fog to edge. It enables you to manage the entire continuum as one logical
platform rather than a collection of silos.

Multi-Tier Orchestration

e Manage multiple clusters across data centres, regional fog sites, and edge locations
e Deploy services based on policies (e.g., “run analytics-X on all regional fog clusters in APAC”)
e Support for blue/green and canary deployments on fog nodes to minimize downtime and risk

Unified APl and Data Layer

e Aconsistent APl gateway & service mesh spanning cloud and fog tiers

e Connectors for OT and loT protocols, normalizing them into event streams

e Data routing rules that decide what stays local, what gets aggregated, and what goes to cloud
warehouses/lakes

Security and Sovereignty by Design

e Central policy engine for access control, encryption, and data handling rules

e Ability to push policies down to specific fog tiers or sites (e.g., “this category of data must never
leave country X”)

e Integration with enterprise identity providers and PKI for secure, certificate-based trust chains

Observability and AlOps

e Qut-of-the-box collection of metrics, logs, and traces from every tier

e Anomaly detection and alerting for latency spikes, error rates, or resource saturation at fog
nodes

e Automated runbooks and remediation (e.g., scale out, traffic rerouting, graceful degradation)

Developer Experience

e Templates and SDKs for building fog-ready services and pipelines
e Ability to simulate fog environments in development and testing environments
e Low-code tooling for orchestrating workflows that span device > fog - cloud
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NNP ensures fog is not a bespoke side-stack but a natural extension of your existing digital

platform.
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Fig: 3— NNP reference architecture for Fog Computing
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Getting started with Fog Computing with NNP

Fog computing is no longer an experimental technology; it is rapidly becoming a core enabler for loT,
smart infrastructure, and real-time digital experiences. The question is not if you will use fog—only
how deliberately.

A pragmatic starting path:
1. Identify 2-3 high-impact, latency-sensitive use cases

e E.g., real-time machine monitoring in one plant, smart intersection controlin one
district, or hospital edge monitoring in one facility.

2. Design a reference architecture that can scale beyond the pilot
e Avoid point solutions and gateways that cannot evolve into a broader fog platform.
3. Anchor the initiative in measurable outcomes

e Reduced downtime, improved SLA, cost savings, regulatory compliance, or new
revenue streams.

4. Select a platform and partner capable of managing the cloud-fog-edge continuum

e Focus on orchestration, security, observability, and developer productivity—not just
hardware.

How Nubo Native Solutions Can Help
Nubo Native Solutions works with enterprises that:

¢ Need real-time intelligence near their operations
e Face latency, bandwidth, or sovereignty constraints in cloud-only architectures
o Want a unified platform strategy rather than isolated edge projects

With our fog computing methodology and the Nubo Native Platform, we help you:

e Build a clear roadmap from pilot to production at scale
e Implement an open, scalable fog architecture aligned with industry standards
e Operate a secure, observable, and evolvable cloud-fog-edge platform
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About Nubo Native Solution

Nubo Native Solution is working on a mission to democratize cloud by providing a sovereign, adaptable and comprehensive
Cloud Platform referred as Nubo Native Platform (NNP) for state-of-the-art Cloud Native Development and Hosting.

Nubo Native Solution with its path-breaking Cloud Platform and associated Consulting and Professional Services enables
large-scale Cloud Repatriation, complex Application Modernization, API Lifecycle Management, Al Enablement, Edge
Computing and accelerated Software Development ensuring lower TCO and improved TTM, for the Enterprises worldwide.
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